Nudopmannonnbie MaTepHuabl 00 AKTYyaJIbHbIX HEraTUBHBIX SBJICHHAX
B 1M (POBOM MPOCTPAHCTBE U CIIOCO0AX NPOTUBOACHCTBUS TAKHUM TeHACHIUAM

1. He3akoHHoe moTpedieHre H 000POT HAPKOTHYECKHUX CPEACTB
Brinyck onnaitH-mapacdona [[mwxenus [lepBoix «llepBbie. HaBbIkU 151 AKUZHI»
IIOCBAIIIEH TOMY, KaK MPOTUBOCTOATh PACIPOCTPAHEHUIO 3alPEIICHHBIX BEIIECTB Yepe3
COILIMAJIbHBIE CETH, MECCEHIKEPHI U OHJIAWH-UTPHI:

https://vk.com/wall-214524833 291092

2. MoumeHHH4eCcTBO

[ukyn BHEYpOUHBIX 3aHATHH MO BOIpocaM HH(OPMAIMOHHONW O€30MacHOCTH
U 1UPPOBOM TUTHEHBl IIKOJBHUKOB, PEKOMEHJoBaHHBIM Poccuiickoii akagemuein
o0pa3oBaHus, BKIIOYAET METOJUYECKUE PEKOMEHJIAlUU JJIsi TPOBEIEHUSI BHEYPOUHbBIX
3aHATHH 110 TeMe «MoleHHnuecTBO» g 2-6 u 7-11 kimaccos.

https://cifrateka.ru/teachers/?sectionld=56

[udpoBoii cepBUC 10 KUZHEHHON CUTyalluUd «3aluTa OT MOIIEHHUKOB B CETH)
Ha EnuHOoM mopTane TOCYIapCTBEHHBIX M MYHHUIMNAIBHBIX YCAyr ((DyHKIHIL)
(mopran 'ocycayr).

https://www.gosuslugi.ru/scammer_protection

CepBuc mpeaocTaBisieT BEIOOP CIEAYIOMUX CUTyaluii: «MOIIEHHUKU MBITAIOTCS
nonyuuth noctyn K [ocycimyram» (9Ta cuTyalusi HampapjieHa Ha IOMOIIb
B BOCCTAHOBJICHMM KOHTpPOJII HaJ YYETHOW 3aluChio) U «S Xody 3alllUTUTHCA
OT MOLIEHHHUKOB B CETW» (B JAHHOW CHUTyallMM peyb HAET O Mepax MpPeIOTBpPALICHHUS
MPECTYIHBIX IEUCTBUIN).

B pamkax mepBoii cuTyaluy mpejcTaBiIeHa MoapoOHasi HHCTPYKIIUS, B KOTOPOI
collepkUTCst MHGOPMAIIHMSI O TOM, YTO JeNaTh, €CIU TPAXIAHUH YXKE COOOIIMII Mapoiib
min xox 3 CMC MoOIlIeHHUKAM.

B pamkax BTOpOi CUTyaluu paccMaTpUBAIOTCS MEPbI, HAIPABJICHHBIE HA 3aIUTY
OT KHUOEpPHpeCTYmHUKOB (3ampeT Ha OQOpPMIICHHUE JIOTOBOPOB CBS3HU, 3aIpeT
Ha TIOJTyYeHUe KPEAUTOB U 3aliMOB, TIpaBHJIa OE30MACHOCTH TPH TeIe(hOHHBIX 3BOHKAX,
CIOCOOBI 3alIUTHl OT (PMHAHCOBOTO MOIIIEHHUYECTBA), @ TAKXKE MPEJCTABICH YEK-JTUCT
1o uQpOBOI TUTHUEHE.

PerynsapHo oOHoBisiemass 0a3a MOIIEHHMYECKMX CXEM Ha JIaHHBIH MOMEHT
BKJIFOYAET 86 CXEM C UX KPATKUM ONUCAHUEM
https://www.qgosuslugi.ru/scammer protection/schemes?s=9&p=1

3. Bep0OoBka
Meronuueckue pEKOMEHAIuU TUTSt MeJarornyeCcKux pabOTHHUKOB
0011100 pa30BaTeNbHBIX OpraHu3aun «OunaiiH-BepOOBKa MOIPOCTKOB:

npodrIakTUIecKas padoTa B IIKOJIE)»
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97uf0l.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHble TPeHAbl B COUAJIBHBIX CETAX
Wudpopmanmonnsle  kaptoukw, mnoaroroBieHHsle AHO  «HauuonanbHbIe
MIPUOPUTETHI COBMECTHO C AJIbSIHCOM (AOCTYIHBI Ha pecypcax O0bsicHsIeM.pd)

lMMpyvepbl pUCKOBAHHbLIX
TeM B couceTax:

4+

Urpbl C yAyLUbEM U 3a4€PXKOI AblIXaHNS

4+

MPbLIKKN C BbICOTbI, MAAEHNS], SKCTPeMa/lbHble
«MPOBEPKMN»

CamMoroBpexgeHne «paan Bnaeo»
ﬂpI/IéM TabneTok nan APYrnx sewecTB «Ha Ccnop»
arpeccrBHbI€ PO3bIrPbILLN

+ ¢+ 4+ <+

OnacHble flandxaku
T —————————..,
Ecnn Bbl yBUAENW, UTO pe6EHOK UHTEpecyeTCcs

NOCTaMW Ha 3T TeMbI, 06513aTe/IbHO
noroBopuTe C HUM.




Nouemy pe6eHKY
UHTEepPecCHO:

4+ XenaHue bbITh «Kak BCe»
4+ CTpax CTaTb N3roem
4+ NMOTPeBbHOCTb B NPU3HAHUK W Naiikax

4+ HejOCTaTOYHasi 3pPeN0CTb 30HbI MO3ra,
OTBeYaroLLen 3a NoCNeACTBUS

NHTepec peb€HKa ycunnBaloT U anropuTMbl
coLceTen: OHY aHANN3UPYIOT, YTO CMOTPUT

No/b30BaTe/ib, ¥ CHOBA M CHOBA MOKa3bIBAOT
MOXOXMe POSINKNA,



Ha yto o6paTuTh @
BHUMaHue

PebéHoK

BPSA4 N BaM pacckaxer,
UYTO XOYeT y4acTBOBATb
B OMAacHOM YenneHaxe.
CTOUT HACTOPOXKUTbLCH,
ecnun:

4+ pebéHOoK YacTo npsayeT TenedoH

4+ M3MEHWI0Cb NoBeAeHMe, MosiBUNACh
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKW AW Mopessbl,
PeBEHOK He MOXET 06 BACHUTb, OTKYAA OHU

+ eCTb AaB/ieHNe CO CTOPOHbI Apy3el

4+ roBOpUT BaM: «Tbl MPOCTO HE MOHVMAaEeLLb,
3TO TPEHA



Kak pearvnpoBaTthb

poguTenam

CTpax 3a pe6éHKa — 3TO HOPMaJ/bHO.
Ho pa3roBop nyylle Ha4yMHaTb, KOrja aMoLmm
YTUXHYT.

He cTonT. NoBbILWATL roN10C, KpU4aTb, CTbIAUTD,
yrpoxatb, 0OTonpaTb TeflePpoH 6e3 06 bACHEHWU.
Takas peakumsa MoOXeT NOATOSIKHYTb pebéHka

K TOMY, YTO OH ByAeT CKpbIBaTb OT BaC CBOE
yyactme B NOA0OHbLIX YeslIeHaKax.




Kak npaBubHO
pa3roBapuviBaThb

He o6BuHaANTE! CKaXxuTe:
BmecTo: «Thl BOObLLIE «$1 BOJIHYHOCb
AyMaellb ro0BOW?» 3a Te6a» N «/laBai
NN «5 3anpeLuaro — pasbepémcs

N BCE» BMeCTe».

NHorga pebéHky BaXHO He 06 bsACHEeHMe,
a BO3MOXHOCTb ObITb YC/bILLAHHbIM,
He nepebuBanTe ero.

B pasroBope onvpanTtecb Ha ¢paKThbl.
Hanpumep:

«Bnpgeo B nHTepHeTe «[pn yayube
OCTaEeTCA HaBceraa» KNeTKM Mo3ra

nornéaroT
33 HECKOJIbKO MUHYT»




NMpegnoXxure

albTepHaTUBbI

XXenaHwue puycKkoBaTb — YacCTb B3POC/I€HUSA

N rnoucka cebs. BaxHo He NoAaBUTb ero,

a HampaBWTb 3HEPIr1O0 B BEPHOM Hanpas/eHNN.
BO3MOXHble anbTepHaTUBbI:

4 CNOPT N aKTUBHOCTb, eC/in HY>XeH
adpeHasinH

4+ TBOpPYecCTBO, 6/10r 1 X066U, 4UTOOBLI NONyYaTb
60/ibLLUe BHUMAHUSA

4+ noajepxka 1 noxesana 4oMa, ecnu pebeHky
He XBaTaeT NpPU3HaHUS



UTo eLe MOXKHO
caenaThb:

4+ 0bcyaunTe, Kak NPaBW/IbHO NOIb30BATbLCS
coucetTamum

4+ HaCTpoKTe BO3PACTHbIE OrPaHNYEHMS

+ 0bcyxaanTe Cc pebEHKOM TO, UTO OH CMOTPUT
B UHTepHeTe

4+ HayuuTe NpoBepsTb NHGOPMALMIO

Balua 3apgaya — He 3anpeLlatb Uan nyratb,
a HayuuTb pebéHka BUAEeTb OMnacHble TpeHAbl

N oUueEHNNBATb X NOCneagcTBUA.

5. Tpasas (KubepOysiuHr)
[{ukn BHEYpOYHBIX 3aHATHH IO BoIpocamM HWH(POpMAIMOHHONW 0€30MacHOCTH
U 1u(dpoBOM TUTHEHBI WIKOJFHUKOB, PEKOMEHIOBaHHBIA Poccuiickoit akamemueit
oOpa3oBaHus, BKIIOYAET METOIUYCCKAE PEKOMEHAIUN IS TIPOBEJCHUS BHEYPOUHBIX
3aHATHI 110 TeMe « TpaBis» st 2-6 u 7-11 kimaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[IpoekT B popMare JEHIUHTOBOM CTpaHULBI B ceT MHTEpHET, pealn30BaHHBIN
Munuudpsl Poccrn B pamkax BCEpOCCUUCKOM MPOrpaMMbl KHOEPTUTHEHBI U TIOBBIIEHUS
rpamoTHOCTH TpaxnaH Poccuiickoit ®denepaumn. Ha calite mpoekTa pa3MmenieHa
uHpopManms I KaXJAOr0 W3 YYACTHUKOB KHOEpOyJUIMHra: >KEpTBBI, arpeccopa
# HaOIromaTesns

https://kubep-0yaaunr.pd/

Wudopmanmonnsle  kaptouku, mnoaroroBieHHsie AHO  «HauuonanbHbIe
MIPUOPUTETHI COBMECTHO C AJIBSTHCOM (JIOCTYIHBI Ha pecypcax OObscHsaeM.pd)

po)

Echv Bbl yBUAENU B YaTe KOHP/INKT, He CTOUT
pearnpoBaTb 3SMOLMOHANIBHO. DTO MOXeT
ycyrybunTtb CUTyaLmio.

He Hy)XHO: NyuJuwie:

* NMCaTb FHEBHbIe * cAaenatb
coobuieHus CKPVHLLOTHI
B 06LLMIA YaT rnepenmncku
BbIACHATb * 3aduKCcrpoBaTb
OTHOLLEeHUs KOHTEeKCT 1 AaTty
ny614HO * CMOKOWHO

* 06BUHATL obaymaTh
YYyXKUX geTen AanbHenLwmne

Larun



https://кибер-буллинг.рф/
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NMoapepixka,

a He aonpoc

CnoKouHO NoroBopuTe ¢ pe6EHKOM.
OH A0/1KEH NOHATb, YTO Bbl Ha €ro CTOPOHE.

Pa3rosop MO>XXHO HauaTb Tak: «f yBuaen(a)

COO6LLIEeHMS B YaTe N XO4Y NOHSATb, Kak Tbl Cebs
YyBCTBYeLlUb. Pacckaxu, YTo TaM NPOUCXOANT.
Tbl B 6€30MacHOCTN?»

Ba)xHo:

* ClywaTtb
6e3 ocyxaeHuns

* He obecueHMBaTb
npobsiemy

* He 06BUHATbL
pebéHka
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Ecnu Ball pe6€HOoOK —
XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOU YYBCTBA,
a Bbl NOAAEPXNTE €ro

« O6bACHUTE, YTO TPaB/IA —
3TO OTBETCTBEHHOCTb 06VAYNKOB

« CoxpaHuTe aoKa3aTenbCcTBa 6ynnumHra
1N coobuimTe 06 3TOM MCUXONOrY, KNAaCcCHOMY
PYKOBOAUTENIO, @ NPV HEObXO4MMOCTU —
PYKOBOACTBY LLUKOJIbl
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Ecnu BaLl pe6eHOK —

o6naunk

He nbiTariTtecb cpa3y HakasblBaTb
NN oNpaBAblBaTb pebéHka — pasbepuTtecs
B CUTyauun. 3aganiTe Takme BONpochbl:

* «Kak, no-tBoemy, 4yBCTBYeT Q N

cebsa gpyrovi pebEHOK?»
E——
Ba>kHo:
* BbI3BaTb Yy peb&Hka cornepexuviBaHmne
* 06BACHUTbL NOCNEACTBUS

* NMOMOYb NCNpaBnTb CNTYaUNHO

v

A

«4YTO Tbl YyBCTBOBA,
Korja nucan ato?»

§ —
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Ecnun pe6eHoOK —

Ha6bnwaarens

O6cyauTe c pe6EHKOM:

* YTO MONYanuBble CBUAETENN YCUTUBAIOT
TpaBJIlo 1, NO CyTW, CTAHOBATCHA
eeé coyyacTHnKamu

* Kak noagep>KaTb XXepTBY 6yN/NHra

* K KOMY 13 B3POC/IbIX MOXKHO 06paTnUTbCS
N\
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Hy>XHO i nucaTthb

B o6 vaTt?

O6cyauTe cUTyaLUIo C KJIaCCHbIM
pyKkoBoaguTenem Vi BMecTe peLunTe, Kak ay4lue
AencTBoBaTh. Balwa 3agayva — cnpaBUTbCA

C NpobaemMow, a He A0Ka3aTb, YTO Bbl NPaBsbl.

NMy6nnyHbie KOHPNANKTbI
poauTenem MoryT:

*  yCyryoumuTb NonoXeHme
feten

* CNPOBOLMPOBATH
arpeccuio B knacce

* pasAenuTb B3POC/bIX
Ha BpaxaytoLyme
nareps
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Hy>XHO nu naTwm
B NOZINLLUIO

06paTI/ITbC$| BagMUWUHUCTPAUVNIKO LLUKOJIbI
Wi NpaBOOXpPaHNTEJIbHbIE OPraHbl HY>KHO,
eC/in Bbl BUANTE B YaTe:

* Yrpo3bl

* CUCTeMaTUYeCKy TPaBto

* pacnpocTpaHeHne NNYHbIX GOoTO
* BbIMOraTe/ibCTBO



16

6. CepBucshl M MaTepuaJibl 10 LM POBOIi 0e30MACHOCTH
Karauor o0y4yarommx KypcoB 10 uuppoBoit
IPAMOTHOCTH — OT TPaBWJI PE3EPBHOIO KONHUPOBAHMS JAHHBIX JIO METOJAOB
pacnio3HaBaHus IuMdenKoB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect Mo uMpPOBOH rPAMOTHOCTH, ONPEAEIAOIINNA YPOBEHb OCBEIOMIIEHHOCTH
B 9TOMH chepe
https://www.gosuslugi.ru/scammer_protection/quiz

Pa3znen na noprane [N'ocycnyr « Kubepoe3onacHocTb —3T0 MPoOCTo!», rjie coopana
nosie3Hasi uHpoOpMaIUs O pasHoOOpa3HbIX KuOepyrposax. B otnenbHbIX OJ0Kax
pa3MenieHbl PEKOMEHJIAINK, CIEIUaIbHO pa3pabOTaHHBIE B TOM 4YHWCIE IS JICTEH.
[TomuMo 3TOrO0 0C0O60€ BHUMaHUE YIEICHO 3alUTe OT (PUIITUHTA, CO3/IAaHUI0 HAJCKHBIX
napoJieil 1 npouiIakTUKe TeIepOHHOTO MOIIIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprane Tocycnyr «be3omacHocTts aereir B UHHTepHeTe»,
I7i€ MPEICTaBICHbI PEKOMEHIAIMY U MHCTPYKIIMU TIO HACTPOMKE CPEJICTB POAUTEIBCKOTO
KOHTpOJs,, MHPOpMalus O OECIUIATHBIX CepBUCAaX W Marepuaiax 1o IudpoBoi
0e30MacHOCTH M OMIUAX JETCKOr0 peXuMa B Pa3IMYHBIX TOMYJISAPHBIX CepBHCaX
U IPUIOKEHUIX

https://www.gosuslugi.ru/life/details/internet_safety children

Hpoext «IIUPPOBOM JIMKBE3», peammsyemsiii Munnudpsl Poccun
copmectHo ¢ AHO «ludpoBas skoHoMuka». B pamkax mpoekTa TOCTYITHBI
BUJICOPOJIMKU OT BEAYIIMX TEXHOJOTMYECKUX KOMITAHWH, MOCBAILIECHHBIE AKTyaJIbHBIM
yrpo3aM HH(OpMaAIMOHHOM O€30MacHOCTH (COIMalibHAas HWHXKEHEpHUs, JPOIMIEPCTBO,
MOIIICHHHYECTBO C Aundeikamu, Kpaka akKayHTOB, JOKCHUHT WU Jp.) U crocodam

NPOTUBOJICUCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzI130807036

Ipoekt «YPOK HUDPbI», peanuzyembrit Munmudpsr Poccun coBmecTHO
¢ AHO «ludpoBas 5>KOHOMHKA», TPEIOCTABISAIONIMNA BO3MOKHOCTh TMOJYYUTH

CICIUATM3UPOBAHHBIC 3HAHMS M IIO3HAKOMUTHCS ¢ akTyalbHbIMU U T-npodeccusamu
https://ypoxkimdpel.pd/?ysclid=mmui90d6uv290511431

Be6-mmopran Anbsaca «IIM®PATexka. bubauorexka nmpakTudecKuX 3HAHHA»,
Ha KOTOPOM TIpeJCTaBjcHA ToJie3Has MHGOpPMAaNMs OT BEAYIIMX SKCIEPTOB B cdepe
Oe3omacHocTH B IHTEpHETE M IICUXOJIOTHH HE TOJIBKO JIJIS ACTEH M IMOAPOCTKOB, HO M JIJIS
poauTenel u yuyuTeNei, cTaTbi, 00pa3oBaTeIbHbIC KBU3bI, a TAKXKE YEK-JTUCThI, KOTOPHIE
MOMOTYT IPOTHUBOCTOATH OMACHOCTSAM B MHTEepHETE

https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Meronuueckoe mocobue «Puckm B nmMppoBoil cpexe: JAMATHOCTHKA,
NPOPHIAKTHKA, KOPPEKLUHUD», a]PECOBAHHOE I€1aroram, ICUX0JIoraM, BOCIIUTATENSIM
U POIUTEISAM

https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kgOxoaSkktti.pdf

['oTOBBI LMK/ BHEYPOYHBIX 3aHATHH IO BONPOcaM HHGPOPMALUOHHOMN
0e3omacHOCTM M NHU(PPOBOH THUIrMeHbl MKOJIbHUKOB (2-6 u 7-11 KiaccoB),
pekoMeHaoBaHHBIN Poccuiickoli akamemueit oOpaszoBanus (Iludparexa. Bapocnbie /
YUHUTENIAM / MeToAndecKkue Matepuanbl). OCHOBHBIMU (popMaTaMu MPOBEICHUS 3aHATHIMA
SBJISIIOTCSL Oecellbl ¢ DJIEMEHTAaMU UTPOBOM JICSATEIBHOCTH, a TaKKe MPAKTUKYMBI,
OPUECHTHPOBAHHBIE Ha CO3/laHHE COOCTBEHHBIX MPOEKTOB B cdepe MHGOPMAIMOHHON
0€30IaCHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopmannonHo-MeToAuYecKHe MaTepHAJbl VISl PoOAMTeJell (3aKOHHBIX
npencrasureneit) «bezonacHocts nereit B Untepuere»
https://disk.yandex.ru/i/KDIIgrfl1IL9XiA

Buneoypok ot npeacenarens Anbsaaca bensakoBoit E.A. «Kak opueHTHpOBaTHCS
B OHJIAH-NIPOCTPAHCTBE», MOATOTOBIEHHBIH (poHmoM «CTpaHa Jjis JeTei» B pamKax
akuun «be3onmacHOCTh AeTcTBa» YmojdHoMouYeHHOTo Tipu IlIpesunnmente Poccuiickou

deneparuu 1o mpaBaMm pedenka M.A. JIbBoBoli-benoBoii.
https://vkvideo.ru/video-207180658_456239300?t=1m42s

ILnardpopma uudpoBo rpamMOTHOCTH ISl HE3PAYUX AeTed - COBMECTHAs
naunuratuBa [TAO «BeiMmenkom», Everland m AnpsiHca, HampaBieHHas Ha TIOMOIIb

MOAPOCTKAM C HApYIICHUSIMH 3PEHUS B OCBOCHHUH ITU(POBHIX HABHIKOB
https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

